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	The Software Production Readiness Review (PRR) exit criteria outlined in NASA-HDBK-2203, Topic 7.09, ensure that software development is complete, and the software is ready for release to begin production, deployment, or operational use. The PRR evaluates whether all components, processes, tests, and documentation are complete, consistent, and meet mission requirements. This review focuses on the readiness of the software for sustained operation or mass reproduction.  


	
Documents or sections in a document are identified by Bold Blue text. 


	#
	Criteria
	Y/N
	Comments

	A
	Completion of Development
	
	

	A1
	Software Development: Software development must be complete, with all planned capabilities implemented and verified according to requirements.
	
	

	
	· Completed IV&V Software Design Analysis
	
	

	
	· Completed Peer Review(s) of the Software Design
	
	

	A2
	Software Development:  No unfinished features or critical defects should remain unresolved.
	
	

	A3
	Software's Detailed Design:  is complete and meets the software requirements with adequate margins.
	
	

	
	· Adequate technical and programmatic margins (e.g., data throughput, memory) and resources exist to complete the software development within budget, schedule, and known risks.
	
	

	
	· Relevant software operational modes and states are defined (e.g., nominal, critical, contingency).
	
	

	
	· Software common cause addressed (if applicable).
	
	

	
	· Software design addresses the software's safety-critical requirements.
	
	

	
	· Software design addresses unauthorized use of software applications, command issuing, memory changes, and data changes to the software configuration.
	
	

	
	· Software design provides automatic detection and safing for critical and catastrophic hazards.
	
	

	
	· Software fault management requirements, architecture, and design have been defined.
	
	

	
	· The software design logically isolates the safety-critical design elements and data from non-safety-critical data.
	
	

	
	· The Software command and telemetry design have been defined.
	
	

	
	· Software error detections have been defined.
	
	

	
	· Software design, architecture, components, and interfaces are defined and understood at the level needed for code development.
	
	

	
	· Software design addresses the Software Fault Tree Analysis (FTA) or Software Failure Modes and Effects Analysis results.
	
	

	
	· Cybersecurity has been addressed in the software design.
	
	

	A4
	System Hazard Analyses address or include all known software hazards,
	
	

	
	· The software hazards are clearly defined.
	
	

	
	· Traceability between software requirements and hazards is complete.
	
	

	
	· Hazard controls are defined.
	
	

	
	· Hazard verifications are defined.
	
	

	
	· All software requirements that trace to a hazard analysis are to be verified by test.
	
	

	
	· Software hazards address the software Failure Modes and Effects Analysis (FEMAs) and software Fault Tree results.
	
	

	B
	Testing and Verification
	
	

	B1
	Software Testing: All required testing (e.g., unit, integration, system, and acceptance testing) must be completed successfully, meeting all functional, performance, and reliability requirements.
	
	

	
	· Acceptable planned use of STB (Simulation Test Bed) instead of using flight hardware for flight certification.
	
	

	
	· The OTS software components will be verified and validated to the same level required to accept a similarly developed software component for its intended use.
	
	

	
	· Software verification approach and regression testing approach are established for the project.
	
	

	
	· The software verification and validation requirements and plans are complete. Including stress testing, end-to-end testing, and software regression testing plans.
	
	

	
	· The software testing approach is comprehensive, and the planning for system assembly, integration, test, and launch site and mission operations is sufficient to progress into the next phase.
	
	

	
	· Software verification approach and regression testing approach are established for the project.
	
	

	
	· Engineering test units, modeling, and simulations have been developed and certified per plan.
	
	

	
	· Verify that the project does not have a risk associated with developing software at the same time as the hardware is being designed, the risk of misunderstanding the software-hardware interfaces, and not having the hardware available to use in the software development.
	
	

	
	· Sufficient use of static code analysis tools on the project.
	
	

	B2
	Software Test Results: Test results must confirm that the software operates correctly in the intended environments.
	
	

	B3
	IV&V concurance: that the project’s software requirements, design, and test plans are sufficiently mature to proceed to Code implementation. (If IV&V is required)
	
	

	C
	Configuration Management and Baseline
	
	

	C1
	Software Code: The software's final configuration, including source code, executable files, libraries, dependencies, and configurations, must be baselined and approved.
	
	

	C2
	Configuration management: CM practices must ensure consistency and control of the final software build.
	
	

	D
	Requirements Satisfaction
	
	

	D1
	Software Requirements: All software requirements must be verified and validated, with documentation showing complete traceability from requirements to implementation and testing.
	
	

	
	· All software requirements are verifiable.
	
	

	
	· All Safety mission-critical software designs/requirements have been through a peer review. Peer reviews have required participation.
	
	

	
	· TBD and TBR items are identified with acceptable plans and schedules for their disposition, and the software volatility metric is less than 20%. The % of TBD/TBC/TBRs in the software requirements document does not exceed 1%.

	
	

	
	· High software requirements quality risk score (software requirements quality score of 3 or higher).  Less than 3 is a risk, and fewer than 10% of the requirements have a high-risk or very high-risk score.

	
	

	
	· Software requirements volatility is less than 20%
	
	

	D2
	Software Requirements No open requirements or unaddressed discrepancies should remain.
	
	

	E
	Documentation Completion
	
	

	E1
	Supporting documents: including Software Requirements Specifications (SRS), design documents, test plans, test results, user manuals, and operation procedures, must be reviewed and finalized.

	
	

	
	· Completed Software Assurance Software Design Aanalysis
	
	

	
	· Completed Software Assurance Software Safety Analysis

	
	

	
	· Completed Software Architecture and Software Design 

	
	

	
	· Regression Software Testing Plans are available
	
	

	
	· Confirm Supplier Documentation exists and review it as appropriate

	
	

	
	· Software Fault Tree Analysis (FTA) or Preliminary Software Failure Modes and Effects Analysis results
	
	

	
	· Update safety-criticality determinations and software classifications, if necessary.
	
	

	
	· Lessons learned from the software areas of the project. 
	
	

	
	· The software data dictionary fields are correct. More than 95% of the Data dictionary data definitions are complete.
	
	

	
	· Sufficient use of static code analysis tools on the project
	
	

	E2
	Software Documentation:  must be sufficient to support the deployment, aintenance, and operation of the software.
	
	

	
	· Status of Change Requests. 
	
	

	F
	Production and Deployment Planning
	
	

	F1
	Software Processes:  for software production (if applicable), deployment, and installation must be fully defined and ready to execute.

	
	

	F2
	Software Deployment Plan:  must outline steps for installation, integration, and operation in the target environment.
	
	

	G
	Safety and Security Certification
	
	

	G1
	Safety-critical and Cybersecurity Requirements: must be formally validated, ensuring compliance with applicable standards and no remaining hazards or vulnerabilities.
	
	

	G2
	Certifications for Safety and Security:  must be documented, as required by the mission.
	
	

	H
	Risk Management
	
	

	H1
	Software Risks: All identified risks (technical, operational, and project risks) must be resolved or mitigated to acceptable levels.
	
	

	H2
	Software Risks Residual risks must be documented and accompanied by mitigation strategies if applicable.
	
	

	
	· Software risks, issues, and findings are documented.
	
	

	
	· The project has addressed all software assurance and Severity 1 or 2 findings.
	
	

	
	· Verify that the project does not have a risk associated with developing software at the same time as the hardware is being designed, the risk of misunderstanding the software-hardware interfaces, and not having the hardware available to use in the software development.
	
	

	I
	Training and Support Planning
	
	

	I1
	Training Materials and Operational Procedures:  for end-users, operators, and maintenance personnel must be ready and distributed appropriately.

	
	

	I2
	Software Support Plan: A plan for ongoing support, including software updates, patches, and issue resolution, must be documented.
	
	

	J
	Stakeholder Approval
	
	

	J1
	Stakeholders: including customers, project managers, system engineers, and operations teams, must formally review and approve the software for production or deployment.

	
	

	J2
	Stakeholders: Any outstanding concerns must be addressed and resolved before progressing.
	
	

	
	· RFAs and RIDs from the previous review have been resolved, and any resulting actions are complete

	
	

	K
	Software Concept and Feasibility
	
	

	K1
	Software Readiness: The software must demonstrate readiness for sustained operation, including compatibility with operational environments, scalability, reliability, and maintainability.

	
	

	K2
	Transition / Release Plan: A transition plan must be in place for moving the software to operations or production environments.
	
	

	K3
	Software Operational Concept:  has matured, is at a CDR level of detail, and has been considered in test planning.
	
	

	L
	Software Development Practices
	
	

	L1
	Certifiable Software Development Practices:  by the organizations developing the critical software components exist and are being followed.
	
	

	
	· Evidence exists with Software process audit results.
	
	

	
	· Evidence that the software development organization followed the required processes for this point in the software lifecycle.
	
	

	L2
	Program/Project Software Cost and Schedule Estimates: are credible and within program/project constraints. The software schedule has a margin and reasonable timeframes for software development and testing.

	
	

	
	· Data from the software metrics and measurements shows credible cost, schedule, and technical issues.
	
	

	L3
	Problem Reporting Process:  is acceptable (e.g., including problem tracking, causal analysis, problem impact analysis, notification, monitoring, and resolution through change control).

	
	

	
	· Change control is established (e.g., change tracking, review, approval, disapproval, change impact analysis, resolution, re-validation, and re-verification).
	
	

	M
	AI/ML Considerations 
Applicable when the delivered software includes artificial intelligence, machine learning, autonomy, or data‑driven algorithms.

	
	

	M1
	AI/ML: Completion of AI/ML Development & Feature Readiness
	
	

	
	· All AI/ML models, algorithms, and data pipelines are fully implemented and verified according to AI‑specific requirements (accuracy, robustness, confidence, environmental performance).
	
	

	
	· No unfinished AI/ML features remain; all known defects (especially those affecting safety or mission performance) are resolved.
	
	

	
	· The AI/ML detailed design is complete and demonstrates adequate technical margins (computational load, memory footprint)
	
	

	M2
	AI/ML: AI‑Related Hazard and Safety Closure
	
	

	
	· All hazards associated with AI/ML behavior (misclassification, uncertainty, model drift, autonomy faults) are fully addressed in system hazard analyses.
	
	

	
	· Traceability exists between AI/ML requirements and identified hazards; safeguards, hazard controls, and verifications are completed.
	
	

	
	· Failure Modes and Effects Analysis (FMEA) and Fault Tree results incorporate AI‑specific concerns (e.g., degraded model performance) and are dispositioned.
	
	

	M3
	AI/ML: AI/ML Testing, Verification, and Validation Completion
· All AI/ML testing—including unit‑level algorithm tests, integrated model‑in‑the‑loop tests, system testing, robustness testing, stress testing, and simulation‑based validation—is complete.
	
	

	
	· Test results confirm AI/ML models behave correctly across operational environments and edge cases.
	
	

	
	· Regression tests include AI‑model change impact, retraining impact, and drift detection.
	
	

	
	· V&V results show that AI/ML components satisfy software requirements and readiness to enter sustained operation.
	
	

	M4
	AI/ML: AI Configuration Management & Model Baselines
	
	

	
	· AI/ML models, datasets, training pipelines, hyperparameters, and inference configurations are under full configuration control.
	
	

	
	· Final production versions of models are baselined, reproducible, and traceable to specific training datasets and code versions.
	
	

	
	· Dependencies (AI frameworks, libraries, GPU runtimes) are captured as part of the software configuration baseline.
	
	

	M5
	AI/ML: Requirements Satisfaction & Closure for AI Software
· All AI/ML requirements—functional, performance, safety, cybersecurity, and data‑centric—are fully verified and validated.
	
	

	
	· No outstanding discrepancies or TBD/TBR items remain related to AI/ML, and requirements volatility for AI components is within PRR limits.
	
	

	
	· AI/ML components have completed required peer reviews, including safety and mission‑critical requirement reviews.
	
	

	M6
	AI/ML: Final Documentation of AI/ML Artifacts
	
	

	
	· All AI/ML documentation—model descriptions, training reports, evaluation summaries, dataset documentation, safety/security analyses, and user/operator guidance—is complete and reviewed.
	
	

	
	· AI‑related inputs are included in the SRS, design docs, test plans, FTAs, FMECAs, and regression plans.
	
	

	
	· Data dictionaries include AI/ML‑relevant telemetry, data artifacts, and metadata definitions
	
	

	M7
	AI/ML: AI‑Aware Deployment & Operational Readiness
	
	

	
	· Deployment plans include AI model installation, initialization, warm‑start conditions, model health monitoring, confidence monitoring, and fallback behaviors.
	
	

	
	· Processes for updating or retraining AI/ML models (if applicable) are defined, reviewed, and include safeguarding against degraded model performance.
	
	

	
	· Operational procedures identify AI‑related operational modes, contingency actions, and operator responses.
	
	

	M8
	AI/ML: AI‑Related Safety, Security & Certification Requirements
	
	

	
	· All AI/ML safety‑critical components have completed required certifications or approvals.
	
	

	
	· AI‑specific cybersecurity measures (adversarial robustness, model integrity protections, supply‑chain protections for datasets and training pipelines) are validated.
	
	

	
	· No remaining hazards or vulnerabilities associated with AI remain open.
	
	

	M9
	AI/ML: AI Risk Management Closure
	
	

	
	· All AI/ML‑specific risks—technical, operational, data‑related, model‑drift, or supply‑chain—are mitigated to acceptable levels.
	
	

	
	· AI‑related residual risks are fully documented with appropriate mitigations and monitoring plans.
	
	

	
	· All Severity 1 and 2 AI‑related assurance findings are closed.
	
	

	M10
	AI/ML: Training, Operations & Support Preparedness
	
	

	
	· Training materials for operators include explanations of AI/ML behavior, limitations, confidence indicators, and fallback behavior.
	
	

	
	· Support plans include AI‑specific maintenance procedures (model health checks, drift monitoring, retraining triggers).
	
	

	M11
	AI/ML: Stakeholder Review of AI/ML Deliverables
	
	

	
	· All stakeholders, including system engineering, operations, safety, cybersecurity, and mission management, review and approve AI components for production release.
	
	

	
	· Any AI‑related RFAs/RIDs from prior reviews are fully resolved.
	
	


	




	
Summary of Review

	





PAT-073

