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	he Software Critical Design Review (CDR) exit criteria outlined in NASA-HDBK-2203, specifically in Topic 7.09, are key checkpoints to ensure the software design is mature, meets project requirements, and is ready to move into implementation and testing phases. These exit criteria serve to verify the completeness, correctness, and readiness of the software design while assessing risks before proceeding further.


	
Documents or sections in a document are identified by Bold Blue text. 


	#
	Criteria
	Y/N
	Comments

	A
	Requirements Traceability
	
	

	A1
	Software Requirements: All software requirements should be fully traceable to system-level requirements, design documentation, and safety/mission assurance plans.
	
	

	A2
	Software Requirements: This includes verifying alignment with software interfaces, performance parameters, and operational constraints.
	
	

	
	· Software requirements have been baselined at the software level
	
	

	
	· Bidirectional traceability exists between system hazards and software requirements.
	
	

	
	· Software Bidirectional traceability is complete and accurate between the detailed design and the software requirements.
	
	

	B
	Design Maturity and Completeness
	
	

	B1
	Software Design: The software design must be demonstrated to meet all functional and non-functional requirements.
	
	

	B2
	Design artifacts: (e.g., architecture diagrams, design specifications, data flow diagrams, and interface designs) must be complete, reviewed, and approved.
	
	

	B3
	Trade Studies: Any design trade studies must be finalized and documented.
	
	

	C
	Interface Consistency
	
	

	C1
	Software Interfaces: All external (system-level) and internal (software module-level) interfaces should be defined, documented, and confirmed for compatibility and correctness.
	
	

	D
	Risk Management
	
	

	D1
	Software Risks: Identified risks associated with the software design should have appropriate mitigation plans documented and tracked.
	
	

	D2
	Design Issues from Other Reviews: Any design issues or open items flagged during earlier reviews should be closed or have clear paths to resolution.
	
	

	E
	Testing and Verification Plans
	
	

	E1
	Complete Software Testing and Verification Plan: A complete software testing and verification plan, including unit testing, integration testing, system testing, and acceptance testing, should be defined.
	
	

	E2
	Test Cases and Scenarios for validating design should align with requirements and mission objectives.
	
	

	F
	Software Safety Assurance
	
	

	F1
	Safety-critical software components: must meet established safety requirements, and associated hazards must be mitigated and documented.
	
	

	F2
	Compliance with standards like NASA-STD-8739.8(Software Assurance Standard) or relevant safety standards must be verified.
	
	

	
	· Known software hazards have been identified.
	
	

	G
	Configuration and Quality Management
	
	

	G1
	Configuration Management: Configuration control must be in place to manage the development and design baselines.
	
	

	G2
	Quality Assurance Processes:  including peer reviews and inspections, should be demonstrated to be in compliance with project and agency standards.
	
	

	H
	Feasibility for Implementation
	
	

	H1
	Design Feasibility: The design should be assessed as technically feasible for development, given the project's resources, schedule, hardware constraints, and tools.
	
	

	H2
	Hardware/software compatibility and performance: under expected conditions must be verified.
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	Documentation Completeness
	
	

	I1
	All CDR deliverables: including design documents, schematics, code prototypes (if any), and associated analyses, must be complete, reviewed, and formally approved.
	
	

	
	· Completed Software Assurance software design analysis

	
	

	
	· Completed Software Assurance software safety analysis
	
	

	
	· Software architecture exist
	
	

	
	· Data flow diagrams
	
	

	
	· Software data dictionary content
	
	

	
	· Software Design
	
	

	
	· Procedures for deliverable software products
	
	

	
	· Regression software testing plans are available.
	
	

	
	· Resource utilization estimates and margins
	
	

	
	· Results of a preliminary Software Assurance test analysis
	
	

	
	· Confirm supplier documentation exists and review it as appropriate
	
	

	
	· Software Fault Tree Analysis (FTA) or Preliminary Software Failure Modes and Effects Analysis results
	
	

	
	· Software metrics and measurements exist.
	
	

	
	· Completed IV&V software design analysis
	
	

	
	· Completed peer review(s) of the software design
	
	

	
	· Avionics Aarchitecture
	
	

	I2
	Software Detail Design: The software's detailed design is complete and meets the software requirements with adequate margins.
	
	

	
	· Adequate technical and programmatic margins (e.g., data throughput, memory) and resources exist to complete the software development within budget, schedule, and known risks.
	
	

	
	· Relevant software operational modes and states are defined (e.g., nominal, critical, contingency).
	
	

	
	· Software common cause addressed (if applicable).
	
	

	
	· Software design addresses the software's safety-critical requirements.
	
	

	
	· Software design addresses unauthorized use of software applications, command issuing, memory changes, and data changes to the software configuration.
	
	

	
	· Software design provides automatic detection and safing for critical and catastrophic hazards.
	
	

	
	· Software fault management requirements, architecture, and design have been defined.
	
	

	
	· The software design logically isolates the safety-critical design elements and data from non-safety-critical data.
	
	

	
	· The Software command and telemetry design have been defined.
	
	

	
	· Software error detections have been defined.
	
	

	
	· Software design, architecture, components, and interfaces are defined and understood at the level needed for code development.
	
	

	
	· Software design addresses the Software Fault Tree Analysis (FTA) or Software Failure Modes and Effects Analysis results.
	
	

	
	· Cybersecurity has been addressed in the software design.
	
	

	J
	If AI is used on the project
	
	

	J1
	AI Design Baseline Approved:
The board agrees the AI architecture/design (models, data pipelines, HMI, runtime safeguards) is complete and stable enough to proceed to implementation and verification without fundamental redesign
	
	

	J2
	Requirements/Traceability Accepted:
All AI requirements are demonstrably testable, trace to hazards/scenarios/data, and are allocated to verification procedures with closure criteria defined.
	
	

	J3
	Data Baseline & Governance Accepted:
Training/validation/operational data (or generation processes) meet CDR readiness with provenance and access controls; coverage of ODD—including off‑nominal—has board concurrence.
	
	

	J4
	Bias/Integrity Mitigations Baseline:
Bias/label integrity risks have baselined mitigations, acceptance thresholds, and monitoring plans to be exercised in verification and in operations.
	
	

	J5
	7009B Credibility Path Approved:
Risk‑based credibility plan is approved, including the approach to VV&UQ, sensitivity studies, and uncertainty reporting to decision makers; target credibility levels and milestone evidence are defined.
	
	

	J6
	Assurance Case Baseline Approved:
The initial AI assurance case is accepted, with evidence scheduled for maturation and specific review entry criteria (e.g., TRR/FRR) identified per NASA‑HDBK‑2203. 
	
	

	J7
	Verification Procedures & Environment Accepted:
Detailed procedures, test data needs, sim/testbed fidelity, scenario library, and coverage metrics are approved; the plan demonstrates “test as you fly” realism for AI decision‑making.
	
	

	J8
	Runtime Monitoring & Safeguards Accepted:
Credibility/health monitors, thresholding, fail‑safe behaviors, and human‑override mechanisms are baselined with validation methods to be executed before TRR.
	
	

	J9
	AI Cybersecurity Controls Accepted:
Controls for AI‑specific threats are baselined and integrated with system cybersecurity; remaining actions have closure plans and ownership.
	
	

	J10
	CM & Reproducibility Accepted:
CM for AI artefacts (data/model/pipeline) meets CDR expectations; reproducible builds/training and auditability are demonstrable.
	
	

	J11
	Tailoring Decisions Ratified:
Engineering and SMA Technical Authorities concur with AI‑specific tailoring at CDR; open RFAs/RIDs have closure plans. 
	
	

	J12
	Risk/Schedule/Budget Credibility for AI Work:
Estimates (data curation, compute, lab/sim time, robustness testing, assurance activities) are credible to proceed to verification and operations preparation.
	
	

	K
	Readiness to Proceed
	
	

	K1
	The project team must demonstrate readiness to transition the design into detailed implementation, coding, and integration phases with minimal unresolved issues.
	
	

	K2
	All Action Items: from the CDR should be addressed with follow-up plans defined for any deferred items.
	
	

	
	· RFAs and RIDs from the previous review have been resolved, and any resulting actions are complete
	
	

	
	· Identify the software assurance, software safety, and IV&V personnel for the project and milestone review.
	
	

	
	· Software classifications and safety-criticality determination have been updated as necessary
	
	

	
	· Software configuration management processes and tools are in place
	
	

	
	· Software development and test facilities are planned and will be in place when needed.
	
	

	
	· Software development tools, computers, and facilities for implementation have been identified
	
	

	
	· Software schedule status
	
	

	
	· Status of change requests
	
	

	
	· Technical resource utilization estimates and margins
	
	

	
	· Update safety-criticality determinations and software classifications, if necessary.
	
	

	
	· Lessons learned from the software areas of the project
	
	

	
	· Software process audit results
	
	

	
	· Software acceptance criteria and conditions
	
	

	
	· Resource utilization estimates and margins
	
	

	K3
	Software Requirements: The software baseline requirements and adequate documentation exist to allow proceeding with software implementation and software testing.
	
	

	
	· All software requirements are verifiable.
	
	

	
	· All Safety mission-critical software designs/requirements have been through a peer review. Peer reviews have required participation.
	
	

	
	· TBD and TBR items are identified with acceptable plans and schedules for their disposition, and the software volatility metric is less than 20%. The % of TBD/TBC/TBRs in the software requirements document does not exceed 1%
	
	

	
	· High software requirements quality risk score (software requirements quality score of 3 or higher).  Less than 3 is a risk, and fewer than 10% of the requirements have a high-risk or very high-risk score.
	
	

	
	· Software requirements volatility is less than 20%
	
	

	K4
	The software test plans, test procedures, test cases, test environment (including simulations), and test design at all levels of testing (unit, integration, system, acceptance, etc.) are correct, complete, and consistent for verification and validation of the source code and system functions allocated to the software.
	
	

	
	· All software requirements are verifiable.
	
	

	
	· All Safety mission-critical software designs/requirements have been through a peer review. Peer reviews have required participation.
	
	

	
	· TBD and TBR items are identified with acceptable plans and schedules for their disposition, and the software volatility metric is less than 20%. The % of TBD/TBC/TBRs in the software requirements document does not exceed 1%
	
	

	
	· High software requirements quality risk score (software requirements quality score of 3 or higher).  Less than 3 is a risk, and fewer than 10% of the requirements have a high-risk or very high-risk score.
	
	

	
	· Software requirements volatility is less than 20%
	
	

	K5
	Software Risks:  to safety and mission success are understood and credibly assessed.
	
	

	
	· All software requirements are verifiable.
	
	

	
	· All Safety mission-critical software designs/requirements have been through a peer review. Peer reviews have required participation.
	
	

	
	· TBD and TBR items are identified with acceptable plans and schedules for their disposition, and the software volatility metric is less than 20%. The % of TBD/TBC/TBRs in the software requirements document does not exceed 1%
	
	

	
	· High software requirements quality risk score (software requirements quality score of 3 or higher).  Less than 3 is a risk, and fewer than 10% of the requirements have a high-risk or very high-risk score.
	
	

	
	· Software requirements volatility is less than 20%
	
	

	K6
	Certifiable Software Development Practices: by the organizations developing the critical software components exist and are being followed.

	
	

	
	· Evidence exists with Software process audit results.
	
	

	
	· Evidence that the software development organization followed the required processes for this point in the software lifecycle.
	
	

	K7
	System Hazard Analyses:  address or include all known software hazards,
	
	

	
	· The software hazards are clearly defined.
	
	

	
	· Traceability between software requirements and hazards is complete.
	
	

	
	· Hazard controls are defined.
	
	

	
	· Hazard verifications are defined.
	
	

	
	· All software requirements that trace to a hazard analysis are to be verified by test.
	
	

	
	· Software hazards address the software Failure Modes and Effects Analysis (FEMAs) and software Fault Tree results.
	
	

	K8
	Software Data Dictionary:  fields are correct. More than 95% of the Data dictionary data definitions are complete.
	
	

	K9
	Static Code Analysis Tools  Sufficient use of static code analysis tools on the project.
	
	

	K10
	Software Operational Concept: The software operational concept has matured, is at a CDR level of detail, and has been considered in test planning.
	
	

	K11
	Secure Coding Practices: The use of secure coding practices is planned.

	
	

	K12
	Software Cost and Schedule Estimates: The program/project software cost and schedule estimates are credible and within program/project constraints. The software schedule has a margin and reasonable timeframes for software development and testing.
	
	

	
	· Data from the software metrics and measurements shows credible cost, schedule, and technical issues.
	
	

	K13
	Problem Reporting Process:  is acceptable (e.g., including problem tracking, causal analysis, problem impact analysis, notification, monitoring, and resolution through change control.)
	
	

	
	· Change control is established (e.g., change tracking, review, approval, disapproval, change impact analysis, resolution, re-validation, and re-verification.)
	
	

	K14
	Software products (requirements, data dictionary, and design) are approved, baselined, and placed under configuration management.
	
	

	K15
	IV&V concurs that the project’s software requirements, design, and test plans are sufficiently mature to proceed to Code implementation. (If IV&V is required)
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