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	The Software System Design Review (SDR) exit criteria outlined in NASA-HDBK-2203, Topic 7.09, ensure that the software's high-level architectural design is well-defined, feasible, and aligned with system-level goals and requirements. The SDR verifies that the software design provides a solid architecture for implementation and that all risks, trade-offs, and requirements are carefully considered.


	
Software System Design Review (SDR)– Checklist

	Software Criteria
	Y/N
	Notes

	Does the high‑level software architecture fully and clearly define all major components, interfaces, data flows, and interactions, and does it demonstrate feasibility to meet mission functional and performance requirements? 
	
	

	Is bi‑directional traceability complete between system requirements, software requirements, architecture elements, interfaces, and hazards—including coverage of safety, security, COTS/MOTS/OSS, FTA/FMEA, and ICD requirements?
	
	

	Are software requirements sufficiently mature, testable, and stable— with TBD/TBR items within acceptable thresholds and volatility below required limits?
	
	

	Have all software interfaces (internal, external, hardware/software, and data formats/protocols) been fully defined, reviewed, and validated for completeness and correctness?
	
	

	Are the preliminary safety‑critical software components identified (via hazard analysis), and are hazard controls, verifications, and requirement traces defined and complete?
	
	

	Have software security requirements and architectural protections been defined, including cybersecurity threat mitigation, risk posture, and secure design features?
	
	

	Do completed trade studies and feasibility assessments justify the chosen architecture, showing adequate technical margins (CPU, memory, throughput) and risk‑balanced design decision‑making?
	
	

	Are all software risks—including architectural, schedule, hardware‑availability, supply‑chain, and workforce risks—identified with documented, credible mitigation plans?
	
	

	Is the preliminary V&V approach defined and does the architecture demonstrably support verification and validation of all software requirements (including safety‑critical and hazard‑linked tests)?
	
	

	Are all required SDR artifacts complete, reviewed, and approved—including architecture documentation, requirements analyses, risk assessments, software plans, classification/safety criticality assessments, and assurance/IV&V reviews?
	
	




Section 2 — Detailed Software Criteria



	Criteria
	Y/N
	Comments

	Architecture Definition
	
	

	High-Level software architecture: A high-level software architecture must be identified and documented, showing how the software will meet the functional, performance, and interface requirements.
	
	

	Software Architecture:  The architecture must define significant components, subsystems, modules, data flows, and interconnections.
	
	

	Requirements Traceability
	
	

	Software Architecture: The software architecture and design must be traceable to all system-level and software requirements.
	
	

	Software Requirements: All high-level software components must map to specific requirements, including functional, performance, safety, security, and interface requirements.
	
	

	· Software requirements include requirements for COTS, GOTS, MOTS, OSS, reused software components, interface requirements, fault management software requirements, and software-related safety constraints, controls, and mitigations.
	
	

	· The software requirements are testable.
	
	

	· The software requirements address the Software Fault Tree Analysis (FTA) or Software Failure Modes and Effects Analysis results.
	
	

	· TBD and TBR items are identified with acceptable plans and schedules for their disposition, and the software volatility metric is less than 30%. The % of TBD/TBC/TBRs in the software requirements document does not exceed 20%
	
	

	· High software requirements quality risk score (software requirements quality score of 3 or higher).  Less than 3 is a risk, and fewer than 20% of the requirements have a high-risk or very high-risk score..
	
	

	· A sufficient number of detailed software requirements exist.
	
	

	· Software cybersecurity requirements are defined.
	
	

	· Operational scenarios are defined enough to support the definition and allocation of software requirements
	
	

	· Bi-directional traceability is complete with the system, hardware, and ICD requirements.
	
	

	· Transparent allocation of system requirements to software and software architectural elements
	
	

	Interface Definition
	
	

	Software Interfaces: All software interfaces (internal and external) must be documented, including data formats, messaging, and communication protocols.
	
	

	Software Interfaces:  must address hardware/software integration points and external interactions.
	
	

	Feasibility and Trade Studies
	
	

	Software Concept: Feasibility of the proposed design must be demonstrated, considering all resource constraints (e.g., cost, performance, and schedule).
	
	

	Software Concept: Completed trade studies or analyses must justify design decisions and demonstrate that the selected approach balances mission priorities.
	
	

	Risk Assessment and Mitigation Plans
	
	

	Software Risks: Risks associated with the architecture, including technical, schedule, or cost risks, must be identified and assessed.
	
	

	· NASA has access to the software products in electronic format, including software development and management metrics.
	
	

	· The planned use of software static code analysis is acceptable.
	
	

	· Software risks, issues, and findings are documented..
	
	

	· The project has addressed all software assurance and Severity 1 or 2 findings.
	
	

	· Verify that the project does not have a risk associated with developing software at the same time as the hardware is being designed, the risk of misunderstanding the software-hardware interfaces, and not having the hardware available to use in the software development.
	
	

	· Software supply chain risks.
	
	

	· Sufficient software workforce or software skillsets exist
	
	

	Software Risks: Mitigation plans must be documented for all identified risks.
	
	

	Preliminary Data Management
	
	

	Data Management Requirements: Data management requirements (e.g., data storage, access, and flows) must be addressed in the high-level design.
	
	

	Key data structures, databases, and storage solutions:  must be preliminarily defined and reviewed.
	
	

	Safety and Security Considerations
	
	

	Software Design – Safety-Critical: Safety-critical aspects of the design must be identified, and appropriate controls defined in the architecture.
	
	

	Security Design: Security considerations, including protection against cyber threats, must be integrated into the high-level design.
	
	

	Preliminary Software Hazard Analysis Identification of software safety-critical components by having a preliminary software hazard analysis completed
	
	

	· The software hazards are clearly defined.
	
	

	· Traceability between software requirements and hazards is complete.
	
	

	· Hazard controls are defined.
	
	

	· Hazard verifications are defined.
	
	

	· All software requirements that trace to a hazard analysis are to be verified by test.
	
	

	· Software hazards address the software Failure Modes and Effects Analysis (FEMAs) and software Fault Tree results.
	
	

	Verification and Validation (V&V) Planning
	
	

	Software Design: A preliminary plan for verifying the high-level design must be defined.
	
	

	Software Architecture: The architecture must demonstrate that it supports the verification and validation of all software requirements.
	
	

	Compliance with Standards
	
	

	Software Design: The design must comply with relevant software, system, and safety standards (e.g., NASA-STD-8719.13 and NASA-STD-8739.8).
	
	

	Software Design: Reviews must confirm adherence to agency guidelines and project-specific standards.
	
	

	Stakeholder Approval
	
	

	Software Key Stakeholders: Key stakeholders, including systems engineers, project managers, and software assurance teams, must review and approve the architecture.
	
	

	Feasibility And Readiness: Agreement on the feasibility and readiness of the architecture must be reached among all parties.
	
	

	Supporting Documentation
	
	

	Software Architecture Documents: All documentation related to the software architecture must be complete, reviewed, and approved. This includes design diagrams, interface definition documents, trade studies, and risk analyses.
	
	

	Software Architecture Documents : The documentation should provide sufficient detail to transition to detailed design and implementation.
	
	

	Software Development Plan: Completed
	
	

	· Adequate planning exists for developing, inserting, or deploying any enabling new software technology or avionics technology needed for software development.
	
	

	· The software schedule satisfies the following conditions: Coordinates with the overall project schedule, Documents the interactions of milestones and deliverables between software, hardware, operations, and the rest of the system, reflects the critical dependencies for software development activities and identifies and accounts for dependencies with other projects and cross-program dependencies.

	
	

	· The proposed avionics/software architecture is credible and responsive to program requirements and constraints, including supporting the single-point failure/Fault Tolerance requirements.

	
	

	· The planned use of software static code analysis is acceptable.
	
	

	Completed Software Classification and Safety Criticality Assessments: are available

	
	

	NASA NPR 7150.2 requirements mapping matrix:  is complete

	
	

	· The correct software classifications have been defined.
	
	

	NASA-STD-8739.8 requirements mapping matrix: is complete

	
	

	Software Data Dictionary
	
	

	Completed Software Safety Assessment

	
	

	Completed software assurance software requirements analysis

	
	

	Completed the IV&V software requirements analysis

	
	

	Completed peer review(s) of the software requirements

	
	

	Completed peer review(s) of the software plans

	
	

	Preliminary Human Rating Plan, if applicable

	
	

	Preliminary Maintenance Plan

	
	

	Software configuration management (CM) plan

	
	

	Completed IV&V Project Execution Plan

	
	

	Identify the software assurance, software safety, and IV&V personnel for the project and milestone review.
	
	

	The software assurance point of contact for the project has been identified.

	
	

	Software Metrics: to track the software quality and maturity have been selected.
	
	

	· The software technical metric margins are defined and are acceptable.
	
	

	· Adequate technical and programmatic margins (e.g., data throughput, memory, CPU utilization) and resources exist to complete the software development within budget, schedule, and known risks
	
	

	Certifiable Software Development Practices:  by the organizations developing the critical software components exist and are being followed.

	
	

	· Evidence exists with Software process audit results.
	
	

	· Evidence that the software development organization followed the required processes for this point in the software lifecycle.
	
	

	
	
	

	Readiness for Detailed Design
	
	

	Software Design: The project must demonstrate readiness to proceed to the detailed software design phase.
	
	

	Confirm that RFAs and RIDs from MCR: have been satisfactorily resolved

	
	

	Critical Design Issues: All critical design issues raised at the SDR must be resolved or have approved paths toward resolution.
	
	

	· IV&V concurs that the project’s software plans, schedules, resources, and requirements are sufficiently mature to begin Phase B (If IV&V is required)
	
	

	AI/ML Considerations, Applicable when the software architecture includes AI, ML, autonomy, data‑driven algorithms, or adaptive systems.
	
	

	AI/ML: Architectural Definition
	
	

	· AI/ML components (models, inference engines, data pipelines, autonomy functions) are explicitly represented in the high‑level architecture, including major subsystems, modules, and data flows.
	
	

	· The AI/ML architecture demonstrates how the software will meet functional, performance, and interface requirements.
	
	

	AI/ML: Requirements Traceability
	
	

	· AI/ML design elements are traceable to system‑level and software requirements, including functional, performance, safety, security, and interface requirements.
	
	

	· Requirements address AI/ML‑specific metrics such as accuracy, confidence thresholds, explainability, robustness, and environmental performance.
	
	

	· Traceability covers data dependencies, training sources, and the operational envelope of the model.
	
	

	AI/ML: Interface Definition
	
	

	· Interfaces for AI/ML components (data ingestion, preprocessing, decision outputs, confidence values) are defined in the Interface Control Documents (ICDs).
	
	

	· AI/ML‑specific communication patterns—such as batching, caching, or real‑time inference needs—are identified.
	
	

	· Hardware/software integration points relevant to AI workloads (accelerators, GPUs, edge processors) are documented
	
	

	AI/ML: Feasibility and Trade Studies
	
	

	· Feasibility analyses evaluate AI/ML performance within mission constraints (compute, thermal, memory, latency, data availability).
	
	

	· Trade studies compare algorithm choices, autonomy levels, training strategies, and implementation architectures.
	
	

	· Selected AI/ML approach is justified relative to mission priorities and risks.
	
	

	AI/ML: Risk Assessment and Mitigation
	
	

	· AI/ML‑specific risks are documented, including: 
· Model drift, brittleness, bias, training data quality
· Misclassification hazards
· Uncertainty or non‑deterministic behavior
· Adversarial vulnerabilities
	
	

	· Mitigation strategies include bounding functions, fallback modes, confidence thresholds, and runtime monitoring.
	
	

	· AI/ML issues are integrated into the overall software risk posture and are included in risk registers and mitigation plans.
	
	

	AI/ML: Data Management & Data Architecture
	
	

	· Preliminary data management requirements account for AI/ML data flows, including training data, test data, operational data, and telemetry used for model health.
	
	

	· Data pipelines (collection, curation, labeling, storage, versioning) are defined.
	
	

	· Data formats and structures required by AI components are documented in the data architecture.
	
	

	AI/ML: Safety and Security Considerations
	
	

	· Safety-critical behaviors of AI/ML components are identified, including hazards introduced by incorrect predictions or degraded model performance.
	
	

	· Hazard controls are defined for AI/ML algorithms (bounding envelopes, safe modes, cross‑checks, monitors).
	
	

	· AI/ML cybersecurity risks—including data poisoning, model tampering, supply chain vulnerabilities, and adversarial robustness—are addressed in the design.
	
	

	AI/ML: V&V Planning
	
	

	· A preliminary V&V strategy for AI/ML elements is included, covering: 
· Algorithm verification
· Model performance testing across scenarios
· Robustness testing, stress testing, anomaly detection
· Simulation‑based validation and model explainability
	
	

	· Verification methods ensure the architecture supports testing of AI/ML requirements.
	
	

	AI/ML: Standards Compliance
	
	

	· AI/ML components comply with applicable NASA, federal, and mission‑specific standards, including software safety, cybersecurity, and reliability standards.
	
	

	· Documentation shows adherence to AI‑related guidelines (e.g., trustworthy AI principles, data governance expectations).
	
	

	AI/ML: Documentation & SDR Readiness
	
	

	· All AI/ML‑related design artifacts are completed and reviewed, including: 
· High‑level AI/ML architecture diagrams
· Data flow diagrams involving AI components
· Model evaluation summaries
· Hazard and cybersecurity analyses
· AI‑related trade studies and risk assessments
	
	

	· Documentation is sufficient to support transition to detailed design, consistent with SDR entry/exit criteria.
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